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1.  GOALS.  To ensure the physical safety of patients, visitors, and staff and to prevent loss of information and property.  These goals are consistent with the Command’s mission in providing quality healthcare to soldiers, retirees, and their families.

2.  OBJECTIVES.  This plan is designed to protect people, information, equipment, property and the environment.  The primary objectives of this plan are:

a.
Ensuring regulatory compliance with applicable Federal, state, and local laws and Department of the Army regulations pertaining to security.

b.
Promptly identifying security risks and taking appropriate action to eliminate or reduce risk to acceptable levels.

c.
Immediately reporting and investigating security incidents.

d.
 Immediately responding to situations that are immediately dangerous to life or that threaten equipment and buildings.

e.
Identifying high-risk areas and implementing appropriate engineering and administrative controls and safe work practices necessary to eliminate or minimize security risks.

f.
Informing staff of security risks and the actions for eliminating or minimizing these risks.

3.
SCOPE.  This management plan applies to this hospital and all subordinate medical treatment facilities to include (LIST ALL CLINICS AND SATELLITE LOCATIONS SERVED BY THE FACILITY).  

4.  SECURITY MANAGEMENT PROCESSES.


a.  Responsibility.  The Security Manager is responsible for developing, implementing, and monitoring this plan and the hospital’s security policies and regulations.  Department chiefs are responsible for developing department-specific security standing operating procedures (SOPS) and implementing and monitoring hospital-wide and department-specific security policies and SOPs.  All staff, personnel, and volunteers are responsible for obeying security procedures.  


b.  Security Issues.  Security concerns regarding patients, visitors, personnel, and property are specifically addressed in the hospital’s security regulations and in the Emergency Management Program (EMP).  Examples of concerns addressed include, but are not limited to the following:



(1)
Bomb Threat  



(2)
Hostage Situation 



(3)
Security Incidents 



(4)
Mission Essential Vulnerable Areas 



(5)
Key Control 



(6)
Theft 



(7)
VIPs and/or Media  



(8)
Security Identification Badge Program 



(9)
Security of Infants and Children 



(10) Civil Disturbance



(11) Violence in the workplace 


c.  Reporting and Investigating Security Incidents.  A broad-based incident reporting system has been established so that information related to incidents involving patients, staff, visitors, information, and property are documented, promptly reviewed, and presented to the safety committee.  Examples of reportable security incidents include, but are not limited to workplace violence, infant/child abduction or attempts, suspicious persons, weapons, theft, unauthorized access to patient records, and computer security breaches.  Incidents are reported via the telephone or by the hospital’s Security Incident Report Form No. (XX) and are investigated by the Security Manager, the Risk Manager, or other hospital representatives as deemed appropriate by the Commander.  


d.  Identification Program.   



(1) The Security Officer issues identification badges to employees as part of their new hire orientation.  Policies and procedures require badges to be displayed at all times while working.



(2) The Security Officer issues temporary identification badges to students as part of their student orientation.  Policies and procedures require badges to be displayed at all times while working.  



(3) The Security Officer issues Red Cross Volunteer identification badges to Red Cross Volunteers as part of their orientation.  Policies and procedures require badges to be displayed at all times while working.



(4) The Patient Administration Department provides wristbands to patients as a part of their admission into the hospital.  



(5) Each department is responsible for obtaining temporary identification badges from the Security Officer for Contractors/Vendors/Official Visitors.  Policies and procedures require badges to be displayed at all times while working. 



(6) Outpatients and visitors are not provided identification badges.


e.  Access to Sensitive Areas.  The following areas have been identified as “sensitive” within the facility, and they are equipped with work area specific access control measures.



(1) Emergency Room



(2) Pharmacies: In/Out Patient/PX



(3) Command Suite/Staff Offices



(4) Power generation stations/Generator system/Mechanical Rooms



(5) Dental Lab/Vault



(6) Computer Rooms

(7) Others as identified in the EPP. 


f.  Vehicular Access.  Vehicular access and traffic control to the Emergency Room is accomplished by signage and the physical layout of the buildings and grounds.   The Ambulance Staff has the primary responsibility for maintaining free access to the Emergency Room on a daily basis and in all emergency situations.  When requested, the Military Police will provide emergency response for traffic control to assist ambulances and other emergency vehicles in gaining access to this area.  


g.  Orientation and Education.  The orientation and education component pertaining to security addresses the following criteria:



(1)
General processes, such as wearing identification and reporting security incidents.  



(2)
Processes for minimizing security risks.  



(3) Emergency procedures.

(3)
Work area-specific security procedures.  

New employee orientation is conducted in organization wide sessions that operate under the control of Chief, Plans, Training, Mobilization, and Security.  New employees are scheduled to attend orientation within 30 days of arrival.  Orientation is also conducted at the department level.  The Security Manager assists supervisors with training and orientation that is conducted at the department level.  Supervisors are responsible for making sure their employees attend security refresher training each year according to their birth months.  This annual refresher training is documented in staff competency folders. 


h.  Monitoring of Performance.  





(1) 
This plan is based on monitoring and evaluation of organizational experience, applicable law and regulation, and accepted practice.  The management process involves a continuous assessment utilizing a design, teach, implement, measure/evaluate, and improve cycle.  The Security Program is included in the Information, Collection, and Evaluation System (ICES) and the Safety Manager’s efforts to direct an ongoing, organization wide process to collect information about deficiencies and opportunities for improvement in EC.  The Safety Committee reviews and discusses summaries of problems, failures, user errors, and relevant published reports of hazards, as well as reports on findings, recommendations, actions taken, and results of measurement.


(2) 
Monitoring of compliance satisfies legal requirements, tests the program against regulatory and performance standards, and identifies opportunities for improvement.  It also serves as a basis for the Safety Committee’s annual evaluation of the objectives, scope, performance, and effectiveness of the Security Management Plan.  The current performance standards are listed in Table 1.1.

	Table 1.1
2001 Security Management Program Performance Standards 

	Performance Standard
	Performance 

Indicator
	Justification for the

Selection of the standard
	Source of Data 

	95% of staff interviewed during periodic security rounds will be knowledgeable in procedures for an infant abduction.
	% of correct responses from staff interviews
	Assessment of staff knowledge and skill
	Staff interview reports

	100% of reported security incidents will be evaluated for compliance with established security procedures
	% of reports evaluated
	Assessment of emergency and incident reporting systems
	Incident reports



i.  Emergency Security Procedures.  Emergency security procedures that address security incident or system failure, handling of civil disturbances, handling of situations involving VIPs and the media; and the provision of additional security staff to control human and vehicle traffic during disasters are described in the EMP.


j.  Annual Evaluation. 

(1)
The Security Manager is responsible for writing the annual evaluation of the Security Management Plan.  In performing the annual review, the Security Manager utilizes a variety of sources such as results of internal and external audits, accident reports, notices of violation, customer satisfaction surveys, suggestion boxes and performance improvement committees, and other statistical information and tracking reports.  The Security Manager may also utilize other forms of review and input from relevant sources such as the Plans, Training, Mobilization, and Security and OIC, NCOICs and supervisors. 

      
 
(2)
The annual evaluation is presented to the Safety Committee for review and approval each January.  The Safety Committee evaluates the objectives, scope, performance, and effectiveness of the Plan annually.



(a) Objectives:  An annual assessment is made to determine if the objectives, as outlined in paragraphs 2.a through 2.f were met.



(b) Scope:  Based on the outcome of objectives assessment, the scope of the plan is expanded, reduced or maintained at its present scope (Buildings, Equipment, People, Operations, Services).



(c) Performance:  Review of performance standard(s) is made to determine the level of performance and whether the level of performance is acceptable.



(d) Effectiveness:  An acceptable level of effectiveness is determined by attaining success in meeting objectives and producing a satisfactory level of performance.

Once the Safety Committee approves the annual review, the results are submitted to the Executive Committee for review and approval.  Once reviewed by the Executive Committee, the Safety Committee and department supervisors the take appropriate actions to implement corrective steps discussed during the review.  The annual review is also used as an opportunity to further develop educational programs, policies, and performance improvement standards.

  EC.1.2
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